Security

Secure Web Development
— Authorisation and Delegation




Authorisation and delegation:
OAuth




OAuth concept

* Open standard for authorisation
* Focused on secure delegation of access

* |.e. | allow a web application to have (perhaps
limited) access to another web application

Based on access tokens
Related to idea of single sign-on (SSO)
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Example OAuth Exchange

(slides adapted from IETF tutorial by
H Tschofenig & B Cook)
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File Edit View Favorites Tools Help
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Hoo' Yahoo! - Help o]
To start using this service...
Sign in to Yahoo!
© Step 1: Sign in to Yahoo!
‘ahoo! encourages folks with new ideas to wark with Yahoo!'s own tools and Are you protected?
N y Create your sign-in seal.
services to make them even better and more useful for you. You'll need to Ahy?)
sign in to allow themn to work with the personal information that you keep with )
Yahool.
Yahoo! ID:
Step 2: Give your permission. | |
Displ After you sign in we'll ask you to give us permission to share your personal (e.g. free2rhyme@yahoo.com)
ISP data with the developer of this senice. =
I' Password: ]
. |
|
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| [J Keep me signed in
: for 2 weeks unless | sign out. "o
\ [Uncheck if on a shared computer]
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| Forget your ID or password? | Help
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User Sign Up
One Yahoo! ID. So much fun!
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Yahoo! - Help o]
Now we need your permission to grant access to your Yahoo!
account
http:/imww.linkedin.com is asking you and Yahoo! for the ability to automatically log you into your Yahoo! account through a service or
application that is provided by http://www.linkedin.com, and to:
read your data in'Yahoo! Address Book
read and write to your data in'Yahoo! Address Book
By clicking "l Agree" below, you give Yahoo! permission to enahle http:/www.linkedin.com to access your Yahoo! account for this
purpose, and further agree to the Autormmatic Login Terms of Service helow.
Keep in mind:
http://www.linkedin.com will not be able to access any data you keep on Yahoo! other than the data identified above.
The permission will expire in 2 weeks. =
You can change this permission hy visiting the My Account page and selecting the Partner Accounts link. Note that revoking
permission may take up to 24 hours.
Ifyou change your password, you may he required to give permission again.
The Yahoo! privacy policy does not apply to http://imwww.linkedin.com; please read their privacy policy to learn more about how they
treat your personal information.
Yahoo! has no affiliation with http:/www.linkedin.com and cannot guarantee the security of any user data that you permit
http://www.linkedin.com to access.
Sign-in Permissions
Please review the foll terms and indicate your t below. Wiew all and print D,
Automatic Login Terms of Service - Please read carefully o]
¥Your use of automatic login with third party sites is at your sole
risk. While ¥Yahoo! takes measures to protect the privacy and v

By clicking "I agree", you agree that you have read and understand these terms.

[ | Agree ] [ | Do Mot Agree ]

]
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OAuth with Hapi

* The bell module implements OAuth and has built-
iIn support for many providers, including:

— Facebook, GitHub, Google, Instagram, LinkedIn, Slack,
Twitter, Yahoo, Foursquare, Windows Live, BitBucket,
Dropbox, Reddit, Tumblr, Salesforce, Pinterest

* Need to register app with provider and get app
credentials - e.g. At apps.twitter.com

* Excellent tutorial at this link:
https://www.sitepoint.com/oauth-integration-using-hapi/
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Registering with OAuth provider

Application name

SitePoint Article E

Something users will recognize and trust
Homepage URL

http:/localhost:9001

The full URL to your application homepage
Application description

Example application for Site Point article.

This is displayed to all potential users of your application

Authorization callback URL

http://localhost:9001

Your application’s callback URL. Read our OAuth documentation for more information

>

Drag & drop

or choose an image
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OAuth with bell (from SitePoint tutorial)

var Hapi = require('hapi');

var Bell = require('bell’);

var AuthCookie = require('hapi-auth-cookie');
var server = new Hapi.Server();

server.connection({ port: 4000 });
server.register([Bell, AuthCookie]l, function (err) {
if (err) {a»}

var authCookieOptions = {
password: 'cookie-encryption-password-secure', //Password used for encryption
cookie: ',my-auth', // Name of cookie to set
isSecure: false

|5
server.auth.strategy('my-cookie', 'cookie', authCookieOptions);

var bellAuthOptions = {
provider: ‘'twitter',
password: 'twitter-encryption-password-secure', //Password used for encryption
clientId: 'ID HERE', //'YourAppId',
clientSecret: 'SECRET HERE', //'YourAppSecret',
isSecure: false

|5
server.auth.strategy('twitter-oauth', 'bell', bellAuthOptions);

server.auth.default( 'my-cookie');
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OAuth with bell (continued)

server.route( [{
method: 'GET',
path: '/login',
config: {
auth: 'twitter-oauth',

handler: function (request, reply) {
if (request.auth.isAuthenticated) {
request.cookieAuth.set(request.auth.credentials);
return reply('Hello ' + request.auth.credentials.profile.displayName);
}
reply('Not logged in...').code(401);

}
oA
method: 'GET',
path: '/account',
config: {
handler: function (request, reply) {
reply(request.auth.credentials.profile);
}
}
|
method: 'GET',
path: '/',
config: {
auth: {
mode: 'optional’
h
handler: function (request, reply) {
if (request.auth.isAuthenticated) {
return reply('welcome back ' + request.auth.credentials.profile.displayName);
}
reply();
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