Security part

Setting the scene



Security part of module: main topics

e Introduction
— Threats, attacks, vulnerabilities; Security services
e Cryptography
— Symmetric encryption
— Public key cryptography
— Authentication and integrity
— Key management and certificates
 Web application threats and vulnerabilities
— Common vulnerabilities
— Penetration testing
— Threat modelling

 Web application protection
— Input validation
— Web authentication schemes
— Secure key and password storage
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Transcript

E GREG ALLEN

Reporter Emily Green talks about a massive earthquake off the coast of Mexico. Also,
the latest on Hurricane Irma, and TechCrunch writer John Mannes talks about a

massive data breach at Equifax.

H Transcript

DAVID GREENE, HOST:

We're covering a couple natural disasters on this morning. Let's begin with this
powerful earthquake that toppled houses and damaged schools and hospitals in the

south of Mexico.
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Yahoo’s 2013 Data Breach Affected Three Billion
Accounts

Posted on October 4, 2017 by Alex Perala

“There are a couple of silver linings here. One is that it can’t get any worse, since
the three billion compromised accounts represent Yahoo’s entire account
database.”

Yahoo's 2013 data breach affected three billion accounts, the company has now revealed.

It is yet another upsizing of the damage on Yahoo's part,
with the company initially having announced that the
credentials of 200 million users had appeared for sale online,
and later admitting that half a billion accounts had been
compromised. Its latest revelation is the result, the company
says, of collaboration with independent forensic
investigators.

There are a couple of silver linings here. One is that it can’t
get any worse, since the three billion compromised accounts
represent Yahoo's entire account database. The other is that

.
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ALEXEI DRUZHININ | AFP | Getty Images

Russian President Vladimir Putin (L) meets with his US counterpart Barack Obama on the
sidelines of the G20 Leaders Summit in Hangzhou on September 5, 2016.

The White House is preparing to announce retaliatory measures against
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FREAK: Another day, another serious SSL
security hole

More than one third of encrypted Websites are open to attack via the FREAK security hole.
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brand new and the National Security Agency (NSA) wanted to make sure that they could standards, as well
read "secured" web traffic by foreign nationals. So, the NSA got Netscape to agree to deploy as certification.

40-bit cryptography in its International Edition while saving the more secure 128-bit version

for the US version. By 2000, the rules changed and any browser could use higher security
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SSL_SHA1_DIGEST_LEN;
1= 0)

hashOut.length
if ((err SSLFreeBuffer(&hashCtx))
goto fail;

if ((err = ReadyHash(&SSLHashSHAl, &hashCtx)) != 0)
goto fail;

if ((err = SSLHashSHAl.update(&hashCtx, &clientRandom)) != 0)
goto fail;

if ((err = SSLHashSHAl.update(&hashCtx, &serverRandom)) != 0)
goto fail;

if SLHashSHAl.update(&hashCtx, &signedParams)) != 0)

goto fail;
goto fail;
if ((err SSLHashSHAl.final (&hashCtx,
goto fail;

&hashOut)) != 0)

err = sslRawVerify(ctx,
ctx->peerPubKey,
dataToSign, /* plaintex
dataToSignLen, /* plaintext length
signature,

signaturelen);
if(err) {
sslErrorLog("SSLDecodeSignedServerKeyExchange:
"returned %d\n", (int)err):;
goto fail;

sslRawVerify

SSLFreeBuffer(&signedHashes);
SSLFreeBuffer(&hashCtx);



Anything wrong with this?

® OO0 || Tesco.ie Password Reminder — Inbox

(@ ¢ ][« <> ] ENns

From: online@tesco.ie Hide
Subject: Tesco.ie Password Reminder
Date: 5 September 2014 22:15:24 GMT+01:00
To: jmcgibney@gmail.com

Dear Mr McGibney

Please find below a reminder of your password as requested from the Tesco.ie website.
We take security very seriously and this message has been sent only to the e-mail
address given in your account details.

Your password is || G

Kind regards,

Tesco.ie

This is an email from Tesco Ireland Limited (Company Number 19542). Registered in
Ireland. Registered Office: Gresham House, Marine Road, Dun Laoghaire, Co Dublin.
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Security in context

* Increasing reliance on IT & networks for just about
everything:

Communications (phone, email, social networks)
Finance

Supply chain (e.g. food on supermarket shelves)
Electricity generation & distribution

Industrial control systems

Water supply

Transportation

 How long could we cope without these?
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SecurityFocus.com — new vulnerabilities snapshot

2017-08-10 HP Client Automation Remote Code Execution and Stack Buffer Overflow Vulnerabilities
2017-08-10 Microsoft Windows Server Service RPC Handling Remote Code Execution Vulnerability
2017-08-10 Microsoft Internet Information Services CVE-2017-7269 Buffer Overflow Vulnerability
2017-08-10 Oracle Java SE CVE-2017-10081 Remote Security Vulnerability

2017-08-10 GNU Binutils 'bfd/elf.c' Remote Buffer Overflow Vulnerability

2017-08-10 Mercurial Remote Command Injection and Symlink Directory Traversal Vulnerabilities
2017-08-10 Git CVE-2017-1000117 Remote Command Injection Vulnerability

2017-08-10 Apache Tomcat CVE-2017-7674 Security Bypass Vulnerability

2017-08-10 RedHat CVS CVE-2017-12836 Command Injection Vulnerability

2017-08-10 PostgreSQL CVE-2017-7546 Authentication Bypass Vulnerability

2017-08-10 VMware NSX-V Edge CVE-2017-4920 Denial of Service Vulnerability

2017-08-10 PostgreSQL CVE-2017-7547 Information Disclosure Vulnerability

2017-08-10 Linux Kernel CVE-2017-1000111 Local Privilege Escalation Vulnerability

2017-08-10 Apache Tomcat CVE-2017-7675 Directory Traversal Vulnerability

2017-08-10 IBM Sterling B2B Integrator CVE-2017-1174 Unspecified SQL Injection Vulnerability
2017-08-10 Symantec Messaging Gateway CVE-2017-6328 Cross Site Request Forgery Vulnerability
2017-08-10 Microsoft ChakraCore CVE-2017-8658 Scripting Engine Remote Memory Corruption

+ more (on this day alone)
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Main players in information
security
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Main Players in Information Security

« Standards Bodies
— |ETF (Internet Engineering Task Force)
* Internet standards, IPsec, SSL/TLS, ...
— ISO (International Standards Organisation)

« OSI model; ISO 27000 series of security standards; "Common
Criteria” in ISO 15408

— ITU (International Telecoms Union)
« Recommendation X.800 on security services
— NIST (US Nat'l Institute of Standards & Technology)
 Official US standards (called FIPS); many on security
— |EEE (Inst of Electrical & Electronics Engineers)

« Communication standards, most notably IEEE 802 series:
Ethernet (802.3), WiFi (802.11), Authentication (802.1x), ...

— Industry domain-specific standards and regulations
* FDA, PCI DSS, etc
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Main Players (continued)

« Government agencies
— NSA - National Security Agency (US)
 inthe news a LOT recently
— Dept of Homeland Security (US)
— Data Protection authorities (powerful in EU countries)

 The industry
— Software and equipment vendors, web services
» Microsoft, Apple, Google, Cisco, Facebook, ...
— Security vendors, outsourcers, consultants
« Symantec, McAfee, RSA Security, Trend Micro, IBM, HP, ...

— Open source community
- OpenSSL, Kali Linux, GPG, OWASP, ...

— Certificate authorities
* VeriSign, DigiCert, Comodo, GeoTrust, GoDaddy, ...

21



